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GWEN THE PACE OF
TECHNOLOGY, T PROPOSE
WE LEAVE MATH TO THE
MACHINES AND GO PLAY
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Regents' Balanced Approach
Your Online Safety @Home

Guidance and further reading
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What are the benefits of M&:;ﬂ :Lec/uw/w as

a /eawm}y tool?

“To date, technology has been most effective when it is used to
supplement or enhance teaching, rather than to replace it”
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https://educationendowmentfoundation.org.uk/public/files/Publications/digitalTech/EEF_Digital_Technology_ Guidance_Report.pdf



//m}t /mr'emL "§ concerns

Please post your concerns in the chat.

Throughout the workshop, we will cover some of them, and if we find one that we don "t
cover, we will come back to all of you with information and tips about it
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What aCoJou think are the mjem‘
that children may face online?
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75/9 a&mjem children face online

Cyberbullying

Cyber predators

Posting private information
Phishing

Falling for scams

Accidentally downloading malware

Posts that come back to haunt a child later in life

ececeecece

https://usa.kaspersky.com/resource-center/threats/top-seven-dangers-children-face-online
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Efyenﬁf’ Balanced 4/9/9roacc/L

We believe in safe and productive environments
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@ NAE Safeguarding Polices
Azure Active Directory and Audits

smoothwall @

Web Filtering + Security

3 February 2021



Regents Balanced Approach

PSHE Lessons Htraucg/waf School

Online Jafe(‘j resources enclmj:

ttps://nationalonlinesafety.com/hub/free
ttps://www.unicef.org
ttps://www.commonsensemedia.org
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https://nationalonlinesafety.com/hub/free
https://www.unicef.org
https://www.commonsensemedia.org

Jom Online Jmfea‘/ (@ Tome

You can actively be involved
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What Apps, Social Media or Games
are four children accceJJ‘é@?
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24&55@ awareness. Sam/a/z\y7 Students

Yes accounts for the majority of 'Do you use the Yes accounts for the majority of ‘Do you have any
Internet every day?'. accounts on social media?'.
2%

|

sYes mNo = Sometimesido butitsmost of the tme =Yes = No

Yes accounts for the majority of 'Do you play
games online?'.

mYes = No
. 3 February 2021
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TikTok

© YouTubeKids
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A balanced approach to online mfe(‘j@/wme

Setup parental controls

o
ﬁ Avatars
¥
&2

4 Disable location services

8 Bluetooth paired with known devices
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Screen time limits

purchases

@ Age ratings
Personal Information

Be Anbitious Be Egem‘;
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Best approach

v

10

3

@kathleen_morrns

INTERNET SAFETY
TIPS FOR PARENTS

Don't block all access to
technology. Help your
child learn to use tech
safely and positively.

Be the parent. You're in
charge. Set boundaries
and consider using
filtering software.

Teach your child what
personal information
they should not reveal
online (YAPPY acronym).

Navigate digital

dilemmas with your child.

Avoid using devices as
rewards or punishments,

Don't support your child
to sign up for sites with
age restrictions (e.g.

13+) if they're underage.

4
6

Qoo

Take an interest in your
child's favourite apps or
sites. Co-view or co-
create at times.

Create o family media
agreement with tech
free zones such as cars,
bedrooms, and meals.

Help your child learn
to filter information
online and navigate
fact from fiction.

Balance green time and
screen time at home.
Focus on basic
developmental needs.

Learn more: Explore
reliable resources for
parents so you can
educate yourself.

www.kathleenamorris.com

http.//www.kathleenamorris.com/
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Evidence and research suggest that the Jo'ry/e
most effech’ve and émpaccffm ool far online ‘mfeg

(s open and honest M/gue at howme.
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Grades K-S Family Tips
Help Boost Kids’ Safety, Privacy, education
and Security

When kids start to go online, whether they're playing multiplayer games, using educational apps, or just
following their curiosity on Google. it's important that they understand the basics of online privacy and
safety. With some general guidelines around what information is and isn't OK to share, and some help
from parents when they're unsure, kids can have fun and learn a lot in the digital worlkd.

common
G/ sense

Check out these S tips 2

Discuss personal vs. private info.

Talk about the difference between what's OK to share onfine (favorite color) and
what's not (home address).

Use privacy settings.

Together, go through the settings on all new apps to make sure you both know what
information your kids are sharing. Especially in the beginning, it's better to share
very little.

Avoid location tracking.

Location-aware apps can be super helpful. But apps that use a device's location to
help people find your kid or offer them ads for nearby businesses should be used
with caution. Turn them off if you can.

Power up passwords.

Work together with kids to help them come up with complex passwords. Think
outside the dictionary. Use phrases and special characters that make passwords
hard to guess but easy to remember. Remind kids to keep passwords private and
change them regularly.

Skip quizzes.

Help kids identify and avoid clickbait, quizzes, special offers, and anything that asks for
personal or private information. This helps keep information secure and devices safe.

PRIACY & SE0uRITY *

We carg abou

averyone's pri B 1
yone's privacy.

 common sense media: ot e a PNETSY o )

Movies&TV  Books  Apps&Games  ParentsNeedtoKnow  Latino  Research  AboutUs  Distance Learning

Reviews for what your kids want to
watch (before they watch it)
Trusted ratings created with families in mind.

Howoldis
your kid?

Forporents | ForEducators | For Advocales

& common sense media | i o a s (o

Parents' Ultimate What's New
Guide to

Minecrste

12 Inspiring Moviesfor Latinx

1
F

& common sense media

Best Apps: Our Recommendations for Families
"

apps out
want ABCs or read asreat

Educational Apps and ites

| 2

Caman.ren.remedix.or"j

Amazing guidelines and
resources to help
protect your children at
home and reviews on
movies, TV shows and
games that provide
details explanation of
age appropriateness

Link:
https://www.commonse
nsemedia.org/
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Online Safety Guide

Children’s use of the internet is becoming more mobile and interactive
offering young people more opportunities to interact and meet new people,
50 it's never been more important to make sure you are helping your child

stay safe in the digital world.
449 of 515 year olds
15 hours have their own tablet
aweek ‘ and together with
2 0 44% smartphones are
has reached record highs. whh a social madia profile the most popular
515 yoar okis the age & i
um,.‘:v.n':'l':. of 10 andd 11. 45% of 11 year for going online.
clds have a socisl profite

Get in control
of parental controls

®6cC

Husing & Set parental Centrol app
smartphone, check  conttrels on your downicads
content lock issat  home beoadband  and purchases

o6

Make the Use safety mode M using socia
Darmes comcle on YouTube networks, check
s and secure and Google privacy settings

Go to internetmatters.org/controls
for step-by-step guides

Helping parents keep
their children safe online.

7

Managing privacy
settings on apps

11-15 year olds use on average 5 different

ites and apps to with
frimncis at home, the most popular being
Instagram {50961

OFSHON -

Whatsapp  Smapchat  Fategram  YouTube

I your child is using these networking
sites and respective apps, get up to
speed on how they can manage their
privacy settings with our “How to
gusdes”.

Go to internetmatters.org/
back-to-school to download
our “How to guides”.

.
internet
matters.org

internet o
L T e ——

Vousre here: Home > Oniine safery advics by sge

Advice by age

Whatever their age, we can help you to find out more
about what they might be doing online and give you
practical advice on the steps you can take as a parent to
keep them safe in their digital world.

internet
matters.org

onuNIssuEs Aovice e ace

Aboutus

Inclusive Dighal Sofety  Searcn Q

Aboutus  Inclusie Dightalsofery | Sesren Q

Guides & Resources
We've created a one-stop shop resource centre featuring
our parent guides, recommended resources for parents
and teachers and more. Make use of the filter to find

what you need.

Popular guides & resources

internet [

Parental Controls

Give your child a safe space to explore their curiosity online.
Our step by step guides will help you to set up the right
controls and privacy settings on the networks, gadgets,
apps, and sites they use to give them a safer online
experience.

SEE SET UP SAFE CHECKLIST

Aboutus

News 1 oPIoN

Inclusive Digial Safety | Soarch a

Tuternetd. ah‘er.r.o{'j

Great guidelines and
resources to help
protect your children at
home

Link:
https://www.internetma

tters.org/
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https://www.internetmatters.org/

@ StaySafe.org

\\

StaySafe.org
National Home Security Allance

-

S fggga,fe.oy

Very nice section on
online safety.

Link:
https://staysafe.org/



https://staysafe.org/

WE LEARN
BETTER,

TOGETHER

globalcampus.nae.school

NORD
ANGLIA

EDUCATION

— Online Safety Guide for Online Safety Guide for
Under 8s 1 Parents
Y S f t O I H Download a guide with online safety tips for Find out how to support your child with online
o u r a e y n I n e under 8s safety
Hello Stephen, welcome to Junior Online Safety!

https://globalcampus.nae.school/course/view.php?id=672
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https://globalcampus.nae.school/course/view.php?id=672

Qm%a,nce and fum%er reaww@

Understanding and supervising
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Family Sharing

< Apple ID

MEMBERS

Michael Cavanna (Me)

Karina Cavanna

Marisa Cavanna

Jesse Cavanna

Madi Cavanna

Purchase Sharing

iCloud Storage
Location Sharing
Screen Time

Apple Music

TV Chattal s —

Family Sharing

Setting up family sharing

Ask Permission

Arequest to buy "Sky Guide” willbe
. sent to your parent or guardian.

Cancel

Ask

Richmona

. _Oakland
san me:ls' o
[ < o

Daly CityS

People

' Jesse Cavanna

' Marisa Cavani

Q Karina Cavanna
San Mateo, CA + No»

+ Share Mv Location
il

Berkeley

D FAMILY now

Request from Jesse
Jesse would like to buy the app Sky Guide for
$2.99 from the App Store.

Sunnyvale®

Mountain View®.
3anta Clara

__San Jose

Cupertine®

Devices
g MichaelsiPhone
@ Michael's Apple Watch

Marisa’s Devices

s Marisa’s iPhone

Apple parental controls

ol T -

All Devices Devices

Games
2h15m 1h 27m

oday at 9:41 PM

SHOW CATEGO

Minecraft Earth

https://www.apple.com/family-sharing/
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https://www.youtube.com/watch?v=KuwmIFkWiKc
https://support.apple.com/en-us/HT201304

o~
Family Link

Google

'

< Lo X Save €« Lo
® (S
Fox Theater ; . >
Updated 20 min ago Daily limit Bedtime M
Scheduled N ]
Navigate (¢}
sov No limit
Today's activity » Updated now o limi O
Approve download -
PP TUESDAY Benjamin's Nexus 5

@ Toontastic 3D 1 hr 30 min
# Photos 56 min

Google Translate
Google LLC

8 Locked until 7 AM

|
+

2 hr 15 min

Apply Unlock

Deny Approve

w0 2hr ° N
p—
| 1hr 30 min 4hr
THU 2hr 9 A ‘
Alexandria's Nexus §
PRI 2hr 0 Edit limits
@ Unlocked
st No limit (@) (G Sactime

Setti N g u p fa m i Iv I i g] k https://families.google.com/familylink/
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https://www.youtube.com/watch?v=7b-0gbQWOmc&t=141s

am Windows10

v

Activity Screentime Content restrictions  Spending

EX) Xbox screen time

How much time can your child have each day per Xbox, and when can they play? (Tip: Add a Xbox screen time berwts
time period to allow some screen time after school) @ on

L PC screen time

How much time can your child have each day per PC. and when can they use it? (Tip: Add » PC screen teme kematy.
time period to allow some screen time after school) c On
reen teme whedule A

Choose when your child can have screen time ()

Oay Hours allowed 12 4am 8 12 pen 4 pm 8 pm
Sunday 1 b 30 mins mEm
Monday 2ne =
Tuesday 2 [=l==]=]
Wednesday 2hes =HEAm
Thursday 2hes 1]
Friday 2 s 30 mins ==
Saturday & hey R = e
Bocked W Alowed O Add time 10 multiple days

S etti n g u p Wi n d OWS 1 O p a re n ta | CO n t ro I S https://news.microsoft.com/en-in/features/windows-10-parental-controls-

feature/#:~:text=To%20turn%200n%20parental%20controls,are%20turned%20on
%20by%20default.
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https://www.youtube.com/watch?v=q6BA4cnXecE

€ oming /gye/ée/ o Ple J/%m /gyz/ée/ o
L anA Wﬂ/&zzf /gfe’/ée/ o

- Henry Ford



Eef/ech'on: Be a role model
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