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Know about potential risks from
children having access to internet
connected devices

Know how to minimise risks
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Presenter
Presentation Notes
This slide looks at the way the internet is used by different generations. The students in our school have grown up with digital technology as the norm and their technical expertise is far greater than their parents.


World Wide Web
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Presenter
Presentation Notes
This slide looks at how young people may be using new technologies.
DISCOVER - Children are able to travel the world without leaving their rooms by typing a landmark or postcode into Google earth and other similar software. They can continue their learning outside the classroom by using some of the interactive educational resources available on the internet (one of which is featured later in the presentation - froguts.com).
CONNECT - Young people stay in touch with each other in a variety of ways. They are likely to use Instant Messenger (IM) an example of which you can see here. As the name suggests this tool allows you to have a real time “conversation” with a friend who is logged onto IM. Some versions of IM  use a webcam and a headset, thus allowing you to have a video call with someone – anywhere in the world (and included in the cost of the internet connection).
CREATE – This is often the area that interests young people the most and is part of the web 2.0 phenomenon. Children are able to upload their own content  for the whole world to see – how empowering! 


What are the Potential Risks?
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Presenter
Presentation Notes
As parents we strive to ensure our children grow up healthy and happy. The internet has the potential to cause harm although it isn’t the internet per se, it is the way it is used.


The Four Cs of E-Safety
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Presenter
Presentation Notes
This slide highlights some of the potential online risks for children (and adults!). Users face 3 types of risks online:
Commercial risks are often overlooked and viewed as simply being part of being online. Young people and adults regularly sign up for things online. Signing up often requires entering personal details. A privacy policy will often highlight if your information will be passed onto a third party and used for marketing purposes. If you sign up for something online and then get targeted by lots of SPAM/junk mail, generally this is as a result of your information being passed on. On the internet users face content risks – there is a lot of inaccurate information on the internet. Medical advice is given out for free but how can the writer be verified as having proper training? Minority groups gather on the internet and share biased views, children need to be taught how to be discerning readers in order to distinguish between fact and opinion. Adult content such as gambling and pornography sites are also available and entice users through aggressive advertising on other websites. Children can end up on these sites by accident, having unknowingly clicked on a advertisement. More and more young people are also at risk as a result of content that they create. Too much personal information and inappropriate images can attract unwanted attention from peers or others.
It is important to be aware of the contact risks associated with the internet. Sex offenders do use the internet as a way of contacting young people. In addition, some people are choosing to abuse others using the internet and mobile technologies –this is commonly known as cyberbullying.



Statistics

Children spend more time online than their parents think — on
average, children aged 7-13 spend more than an hour on the
Internet each day.

It is becoming more common for children to access the internet in
their own bedrooms and without parental supervision.

There is a growth in using alternative portable devices (including
mobiles and portable media players) to access online content in
a variety of places and without parental supervision.

At least two-thirds of 12—15 year olds and around a quarter of 8—
11 year olds regularly use social networking sites.



.

Cyber-bullying
e Threats and intimidation

e Harassment or stalking

« Vilification / defamation / prejudice-based bullying

e Ostracising / peer rejection / exclusion

e |dentity theft, unauthorised access and impersonation

e Publicly posting, sending or forwarding information or images

e Manipulation


Presenter
Presentation Notes
Cyber bullying can occur in different ways. This website has useful information http://www.digizen.org/resources/cyberbullying/overview/ 


Differences

24/7 contact
No escape at home

Impact

Massive potential audience reached
rapidly. Potentially stay online
forever

e Perception of anonymity
More likely to say things online

e Profile of target/bully
Physical intimidation changed

e Some cases are unintentional
Bystander effect

e Evidence
Inherent reporting proof
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Presenter
Presentation Notes
There are a number of differences between cyber-bullying and other types of bullying as highlighted in this slide.
On an encouraging note, targets are able to collect evidence if they are being cyber-bullied. This may be making a log of the times of anonymous calls, saving Instant Messenger conversations, printing malicious comments that have been left on websites…

http://www.digizen.org/cyberbullying/fullFilm.aspx
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Presenter
Presentation Notes
In a world in which everyone is connected and anything created can be copied, pasted, and sent to millions of people, we need to know about online ethics, managing your privacy, and respecting the privacy of others.


What do we do at school?

v
PSHE (Personal, Social and Health Education)

* Internet Safety lessons
= Responding to situations

= Teaching skills
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Presenter
Presentation Notes
Internet safety is taught through PSHE lessons and ICT lessons in Primary and Secondary.



What can parents do?



Presenter
Presentation Notes
It is not the answer to ban use of the technology or even certain services. If that occurs then children will only find other places to access it without parental support – therefore making them more vulnerable to the risks. 



What can parents do to ...

Check browser history (press CTRL +H FOR Internet Explorer and Google Chrome — no
history is a warning sign

Don’t forget — check internet history on phones too
Search engine settings — set up safe search

YouTube settings: Please visit this site to protect your children from accessing
inappropriate content on youtube https://www.youtube.com/yt/policyandsafety/safety.html

Install on your router https://store.opendns.com/setup/#/familyshield

(There is an advanced mode where you can configure what you
want to block) here -https://www.opendns.com/home-internet-security/parental-

controls/opendns-home/

Consider where devices are being used
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https://www.youtube.com/yt/policyandsafety/safety.html
https://store.opendns.com/setup/
https://www.opendns.com/home-internet-security/parental-controls/opendns-home/
https://www.opendns.com/home-internet-security/parental-controls/opendns-home/

Secondary Pastoral Support Worker: Dion Maclver
dion.maciver@britishschool.org.cn

Primary Counsellor: Inge Taalman
inge.taalman@britishschool.og.cn

Head of ICT: Nathanial Brown
nathanial.brown@britishschool.org.cn

Deputy Head of Primary: Adele Corry
adele.corry@britishschool.org.cn
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Presentation Notes
Useful contacts

mailto:dionleemciver@britishschool.org.cn
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mailto:adele.corry@britishschool.org.cn

Helpful Websites

Visit Net Aware a guide to sites, games or apps http://www.net-aware.org.uk/

Advice for parents and carers and resources for 3-11s and 11s-19s (available in many
different languages) www.saferinternet.org.uk

E-safety resources for parents from the Australian Government
https://www.esafety.gov.au/education-resources/parent-resources

Site for children containing advice about being SMART

http://www.kidsmart.org.uk/parents/

Excellent site for information and resources about being a good digital citizen

http://www.digizen.org/

TED Talk ‘The Challenges of Raising a Digital Native’
https://www.youtube.com/watch?v=eRQdAOrgqvGg
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Links to film clips used in the presentation

How current statistics from the world, technology and the Internet
compare with a few decades ago, especially when we consider the
impact of the Internet in our lives

https://www.youtube.com/watch?v=yrRn7rSif20Q

Film clip about leaving a digital footprint (and further links)
https://www.youtube.com/watch?v=DinW62zIWcc&feature=youtu.be
http://www.Kkidsmart.org.uk/digitalfootprints/
http://www.nick.com/thebighelp/digital-citizenship

A short clip which informs students about safe surfing when using
social media

https://www.youtube.com/watch?v=KGr KFICX4s&list=PL46CFD511C1
1DDD40
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L
Educate our young people to become thoughtful,

compassionate citizens, who will truly take advantage of the
power of digital technology and harness it to improve the world.

Nl
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Presenter
Presentation Notes
Our children may be tech savvy, but we have the wisdom.
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